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Caldicott and Data Protection




Top of Form

1. Title of proposal 
2. Location of where data will be held  (Double click boxes to tick)
	 
	Trust 
	 FORMCHECKBOX 

	 

	 
	University (please state) 
	 FORMCHECKBOX 
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	Other (please state) 
	 FORMCHECKBOX 
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3. Physical storage of data 

	 
	Trust network server 
	 FORMCHECKBOX 

	 

	 
	Trust PC/laptop 
	 FORMCHECKBOX 

	 

	 
	Paper file 
	 FORMCHECKBOX 

	 

	 
	University server/PC 
	 FORMCHECKBOX 
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	Other (please state) 
	 FORMCHECKBOX 
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4. Type of data to be held 

	 
	Demographic data 
	 FORMCHECKBOX 


	 
	Clinical data 
	 FORMCHECKBOX 


	 
	Images 
	 FORMCHECKBOX 


	[image: image7.wmf]


	Pathology samples/slides 
	 FORMCHECKBOX 



5. Purpose for which the information is held 

	 
	Clinical Subject Management 
	 FORMCHECKBOX 


	 
	Clinical Research 
	 FORMCHECKBOX 


	 
	Clinical Audit 
	 FORMCHECKBOX 
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	Social Research 
	 FORMCHECKBOX 
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	Administration
	 FORMCHECKBOX 
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	Teaching
	 FORMCHECKBOX 



6. What is the process for obtaining consent for storing and processing the data? 

	


7. Subject Identifiable Data 

	 
	Subject Name 
	 FORMCHECKBOX 


	 
	Subject Address 
	 FORMCHECKBOX 


	 
	Subject Address Postcode 
	 FORMCHECKBOX 


	 
	Subject Partial Address postcode 
	 FORMCHECKBOX 


	 
	NHS Number 
	 FORMCHECKBOX 


	 
	Trust Subject ID Number 
	 FORMCHECKBOX 


	 
	Study/Database ID Number 
	 FORMCHECKBOX 


	 
	Date of Birth 
	 FORMCHECKBOX 


	 
	Age 
	 FORMCHECKBOX 


	 
	Telephone Number 
	 FORMCHECKBOX 


	 
	E-mail Address 
	 FORMCHECKBOX 


	 
	Diagnosis code or description 
	 FORMCHECKBOX 
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	Procedure code or details 
	 FORMCHECKBOX 


	 
	Gender
	 FORMCHECKBOX 
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8. Purposes for which data identified in Section 7 are to be used (Caldicott Principle 1) 

	


9. Justification for requirement to use identifiable data (Caldicott Principle 2) 

	


10. Why is each data field required (Caldicott Principle 3)
- the use of each data field indicated must be justified. 

	


11. Outline access to the information (Caldicott Principle 4)
 How is access to be controlled and monitored? 

	


12. Outline action taken to ensure compliance with responsibilities and 
obligations to respect Subject confidentiality (Caldicott Principle 5). 

	


13. Outline organisational compliance with legal requirements (Caldicott Principle 6). 

	


14. Transfers of information 

	a. 
	Is data to be transferred between NHS organisations? 
	 FORMCHECKBOX 


	b. 
	Is data to be transferred between the Trust and non-NHS organisations? 
	 FORMCHECKBOX 
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	c. 
	Is any data to be transferred outside the EEA? 
	 FORMCHECKBOX 


	d.
 
	If yes to b or c, name the organisation(s) with contact details
(and Destination Countries) 

	e. [image: image15.wmf]

0


	How is the information to be transferred 

Electronic

 FORMCHECKBOX 

ftp

 FORMCHECKBOX 

Post/Courier

 FORMCHECKBOX 

Fax
 FORMCHECKBOX 

Subject Data Items that will be transferred

Subject Name 

 FORMCHECKBOX 

Subject Address 

 FORMCHECKBOX 

Subject Address Postcode 

 FORMCHECKBOX 

Subject Partial Address postcode 

 FORMCHECKBOX 

NHS Number 

 FORMCHECKBOX 

Trust Subject ID Number 

 FORMCHECKBOX 

Study/Database ID Number 

 FORMCHECKBOX 

Date of Birth 

 FORMCHECKBOX 

Age 

 FORMCHECKBOX 

Telephone Number 

 FORMCHECKBOX 

E-mail Address 

 FORMCHECKBOX 

Diagnosis code or description 

 FORMCHECKBOX 

Procedure code or details [image: image16.wmf]


 FORMCHECKBOX 

Gender 

 FORMCHECKBOX 



	f. 
	What Data Protection Legislation applies to data being transferred outside of the EEA?



	g.
	How Frequently is the data Transferred 

Daily [image: image17.wmf]



 HTMLCONTROL Forms.HTML:Option.1 [image: image18.wmf]
 FORMCHECKBOX 

Weekly 

 FORMCHECKBOX 

Monthly 

 FORMCHECKBOX 

Quaterly (3-Monthly) 

 FORMCHECKBOX 

Bi-Annually 

 FORMCHECKBOX 

Annually 

 FORMCHECKBOX 

Ad-Hoc 

 FORMCHECKBOX 



	h.
	Expected Number of Records Transferred (Approx.) 
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15. Name of person responsible for the data 

	Name 
	

	Contact e-mail 
	

	Contact Telephone 
	

	Directorate
	

	Department [image: image20.wmf]


	

	Alert e-mail
	[image: image21.wmf]


	To receive an e-mail confirming receipt of the application.
Separate multiple addresses with a semi-colon.


16. Name of principal user if different from above 

	Name 
	

	Contact e-mail 
	

	Contact Telephone 
	

	Directorate
	

	Department [image: image22.wmf]
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 Exit the submission page 

Please forward all supporting documentation to Richard Oliver, Room 406, 4th Floor, Cheviot Court, Freeman Hospital or by Email to Richard.Oliver@nuth.nhs.uk
Guidance Notes on Completing the Caldicott Data Protection Form.

Bottom of Form

1. Title of proposal
Enter to full tile of the proposal, study (including R&D project registration number) or system name, operational or business  function.

2. Location Where data will be held
Choose the appropriate option. If the data is not to be held in the Trust identify the host organization

3. Physical Storage of Data
Choose the appropriate option.
If data is to be stored on a PC or laptop it is the responsibility of the data controller to ensure that it is

· backed up 

· is stored securely

·  and that the hard drive is encrypted

4. Type of Data to be held
Tick the appropriate box(s)

5. Purpose for which the information is held
Tick the appropriate box(s)
6. What is the process for obtaining consent for storing and processing the data?
For research a separate consent must be obtained. For audit purposes no consent is required.

7. Subject identifiable data
Tick all of the appropriate fields for the data items you propose to collect. The intention is to ensure that the minimal of identifiable data is collected. You should be aware that combinations of data may make it possible to identify a subject. For example a specific post in the UK identifies a limited number of residences that combined with a specific diagnosis or procedure code and date of birth could make the data set potentially identifiable.
You should be aware that if you choose to collect correspondence details you are obliged under the Data Protection Act to take reasonable steps to ensure that the data is maintained accurately.

The following general rules apply to each data item. If you choose to collect a data item it must have a specific and justifiable purpose.

	Subject Name
	Should only be collected to support correspondence with the subject

	Subject Address
	Should only be collected to support correspondence with the subject

	Subject Address Postcode
	Should only be collected to support correspondence with the subject

	Subject Partial Address Postcode
	Can be used for epidemiological purposes (First four digits of the postcode)

	NHS Number
	Should not be routinely used unless cross organizational studies require collation of data from multiple sources

	Trust Subject ID Number
	May be collected if reference is required to Trust records

	Study ID Number
	Should be used as the primary identifier for a study

	Date of Birth
	Should not be routinely used for adults unless required for specific analysis purposes

	Age
	Should be used in prefe4nce to Date of Birth

	Telephone Number 
	Should only be collected to support correspondence with the subject

	Email Address
	Should only be collected to support correspondence with the subject

	Diagnosis Code or Description
	Can be collected if it is a requirement of the study

	Procedure Code of Description
	Can be collected if it is a requirement of the study

	Gender
	Can be collected if it is a requirement of the study


8. Purposes for which data identified in Section 7 are to be used (Caldicott Principle 1)
If you have indicated that any of the identifiable data will be collected you should state the purpose it will be used for i.e.  Research, clinical service or management, correspondence.

Patient/subject names should not be routinely used as identifiers on operational documents were ID or study numbers can be used.

9. Justification for requirement to use identifiable data
If identifiable data is required state the reason i.e. patient/subject identification, correspondence or other contacts etc.
10. Why is each data field required (Caldicott Principle 3)
Where the use of personally identifiable information is considered to be essential, each individual item of information should be justified with the aim of reducing identifiably. In this section you should state the reason why each individual data item identified in section 7 is required.
11. Outline access to the information (Caldicott Principle 4)
State how you propose to control access to the data, i.e. password control on computer filing systems or locked cabinets for paper files with audit controls. How access will be limited to the appropriate staff.
12. Outline action to be taken to ensure compliance with responsibilities and obligations to respect subject confidentiality (Caldicott Principle 5)
State if individuals have received the appropriate Information Governance training, for which there is evidence, and are aware of their legal and professional responsibilities

13. Outline organizational compliance with legal requirements (Caldicott Principle 6)
State if the host organization complies with the appropriate legislation, i.e. in the UK the organization should be listed as a Data Controller under the Data Protection Act.

Organizations in the EEA will be covered by equivalent legislation to the UK DPA. As will a number of other countries including Australia, New Zealand, South Africa.

Please note that in the USA organizations in receipt of patient identifiable data must sign up to comply with the The Health Insurance Portability and Accountability Act (HIPAA)

Additionally does the organisation adhere to any other appropriate standards.

14. Transfers of information
a. Is information transferred between NHS organizations?
b. Is information transferred between the Trust and non- NHS organizations?
c. Is any data to be transferred outside of the EEA?
d. What is the name and address of the organisation that the data is being transferred to?

e. How is the information being transferred?

Tick the appropriate box for the data items that will be transferred

f. What Data Protection legislation applies to the dat being transferred outside of the EEA?

g. How frequently will the data be transferred?

h. Expected numbers of records to be transferred (approximately)

15. Name of person responsible for the data

This would normally be:

Research 




the PI

Audit  





the Project Supervisor

Clinical, Business or operational systems
Clinical Director or Directorate Manager

16. Name of principle user if different from above

This would normally be:

Research 




Research Lead or Data Administrator

Audit  





Audit Lead or Data Administrator

Clinical, Business or operational systems
Data or Systems Manager
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